2019/07/02
e (Rl

How Deceptive are Deceptive Visualizations?: An Empirical Analysis of
Common Distortion Techniques
Pandey, A. V., Rall, K., Satterthwaite, M. L., Nov, O., & Bertini, E., (2015), New York

University Public Law and Legal Theory Working Papers. 504.

Introduction
® T, HMFE TR LV EER CTE L@ HLR Y 7 Yy =7 0BT T, HiE{ibo
5 P RESE (2 HE N L 7=

> BRMICEST AvE—UREI0 0009 381055 DICTE D54,
WFALDORBIL, TERE IS BRIZERH S, BTSRRI SN D TRetEDR & 5
<> ZORMBEITRERRERIICRE SN, BHEohatzlnicalia=r—v
a D)7 RS
> T X ORI E o T2 7o I, AN N4 125 2 DR G 1Y
MUT=hd L7
> Bl AT TRTV, 4% —% > b (Figure 1)

[2)

(] ] ISP
un deaths in Florida @ o | UNEMPLOYMENT RATE RISING GOVERNMENT SALARIES
. A - During the 3010 - 2012 “Pay Freeze™

INumber of murder ed using firearms

IF BUSH TAX CUTS EXPIRE
JOB LOSS BY QUARTER
o $3328 IN COMPARISON ~ 1404

13.5 MiL I
i 9 ML
——— i ozc o7 SEPT 08 MARCH 09 JUNE ‘10
4

OVERsIGHT. House. Gov

Figure 1. Some of the real-world data visualization examples which might lead to misinterpretation of message,

hence to deception.
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Figure 2. lllustration showing Truncated Axis distortion, which leads to message exaggeration/understatement

tvpe of deception.



2019/07/02
e (Rl

Creating Treatments
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Figure 3. lllustration showing Area as Quantity distortion, which leads to message exaggeration/understatement

type of deception.
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Figure 4. lllustration showing altered angle of the trend responsible for "rate of increase/decrease" due to Aspect
Ratio distortion, which leads to message exaggeration/understatement type of deception.
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Figure b. lllustration showing Inverted Axis distortion, which leads to message reversal type of deception.

Detecting Deception
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Figure 6. Various stages of the experiment. Stages 1, 2, 3 and 5 correspond to the individual differences test,

while 4 corresponds to deception test.
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Results
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Figure 7. Deceptive visualization examples with corresponding distortion technique used in the study.
Examples (a), (b) and (c) are used for message exaggeration/understatement technique, and (d) for message

reversal.

Message Exaggeration/Understatement
o " OEHOELOEEAWTT D720, HHOBWES NI Y 7 7 BREOED TV
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Treatment | Truncated Axis | Area as Quantity | Aspect Ratio

Control 37 40 38
Deceptive 43 40 42

Table 1. Distribution of participants (who answered all the attention check questions correctly) by treatment

(Control, Deceptive) and distortion technique (Truncated Axis, Area as Quantity, Aspect Ratio).

Effect of Distortion on Response
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Figure 8. Average participant response with 95% confidence interval, when exposed to a treatment.
Treatment Distortion Technique Average Response
Line (Deceptive) Aspect Ratio 3.19,95% CI [2.76, 3.62]
Line (Control) Aspect Ratio 1.39,95% CI [1.23, 1.55]
Bubble (Deceptive) Area as Quantity 2.71,95% CI[2.27, 3.13]
Bubble (Control) Area as Quantity 1.71,95% CI [1.45, 1.98]
Bar (Deceptive) Truncated Axis 2.77.95% CI [2.26, 3.28]
Bar (Control) Truncated Axis 1.45,95% CI[1.27, 1.62]

Table 2. Average participant response (with 95% CI) to the "how much" question, by treatment (Control,

Deceptive) and distortion technique (Truncated Axis, Area as Quantity, Aspect Ratio). (minimum = 1, maximum

=5)
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v'aspect ratio : U=1409, Z=5.88, p<0.0001, r=0.66
- Line (Control) ™7 7 24.42
- Line (Deceptive) M ¥-¥)7 7 : 55.04

v' area as quantity : U= 1121, Z=3.08, p=0.0007, r=0.34
~  Bubble (Control) O F#)7 > 7 : 32.47
- Bubble (Deceptive) MF-¥)7 7 : 48.52

v' truncated axis : U= 1144, Z=3.36, p=0.0003, r=0.37
- Bar (Control) ®F-¥jZ 7 : 31.08
- Bar (Deceptive) D7 > 7 : 48.60
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Message Reversal
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Treatment | Selected Correct Incorrect Uncertain
Control 40 39 (97.50%) 1 (2.5%) 0
Deceptive 38 7(18.42%) | 30(78.95%) | 1(0.02%)

Table 3. Response distribution (Correct, Incorrect, Uncertain) by treatment type for the /nverted Axis distortion.
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S mERLEN. W77 (F). ATAFry—F (R, 77 (E)

Attribute Level Line chart Bubble chart Bar chart
Education | Low 3.93, (3,29, 4.56] 3.07,(2.42,3.72] 2.73,11.91, 3.54]
High 2.85,[2.36, 3.33] 2.50, [1.93, 3.05] 2.73,12.20, 3.24]

Chart Low 2.72,11.91,3.53] | 2.60,[1.73,4.49] | 4.34,[3.98,4.69]
Famiharity | High 3.41,[2.96,3.89] | 2.71,[2.22,3.21] | 2.42,[1.93,2.94]
Visual Low 2.88,[1.95,3.79] | 2.72,[1.75,3.69] | 4.07,[3.36,4.79]
Ability High 3.33,12.86,3.79] | 2.68,[2.21,3.18] | 2.23,[1.73,2.74]

Need for Low 3.40,[2.63,4.20] | 3.10,[2.08,4.15] | 3.22,[2.10,4.32]
Cognition | High 3.18,[2.71,3.68] | 2.56,[2.10,3.03] | 2.67,[2.12,3.20]

Table 4. Average participant response (with 95% CI) across various individual differences attributes, grouped

by the deceptive chart type.
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Figure 9. Comparison of average user response across deceptive charts, by the low/high level of individual

differences factors.
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